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How Software 

Works
By this point in the book, we've already mentioned the term "digital 

world" quite a few times. This world is none other than the one 

shaped by socware from various manufa—turers, running on servers, 

your personal —omputer, or your smartphone. This socware forms 

the —ore of what we use daily in the digital worldJwhat we know 

as appli—ations, platforms, or online servi—es.

Iust as with manufa—turing a —ar or a kit—hen knife, socware is 

built from raw materials and advan—ed produ—tion pro—esses. xn its 

—ase, the raw material —onsists of tefit 2les known as source code, 

where programmers write instru—tions that are later translated into 

a language ma—hines —an understand. Therefore, if the 2nal quality 

of a —ar largely depends on the materials used and the professionals 

who build it, socware quality similarly relies on the efiperien—e and 

efipertise of the programmers writing the sour—e —ode, as well as the 

re2nement of the development pro—ess4R.

Be—ause we've been building appli—ations for a relatively short 

time, the professionalization levels of the sowdare inuystrc 

are not mobparaSle to those of bore mlassim traues with many 

more years of efiperien—e, su—h as ar—hite—ture or aeronauti—s. 

0omans were building bridges over 4,111 years ago. xn —ontrast, 

the 2rst programmable —al—ulator was only built less than 511 years 

ago4S. Din—e we've had relatively little time to develop socware, it's 

obvious there's still mu—h room for improvement. Hespite this, we 

manage daily to produ—e in—redible appli—ations that make us feel 
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like we're living in the future. Yowever, we must admit that the 

reliability and resilien—e of these digital produ—ts are far from what 

we'd like them to be.

"WhatsApp Is Down"

Think for a moment about the last time a servi—e you use was 

unavailable for a while. Do—ial media, messaging apps, or even our 

online banking o——asionally go down and stop working without 

warning. The primary requirement for a bridge or a building is that it 

doesn't —ollapse while you're using it. -et, online servi—es, no matter 

how well6built or maintained, o——asionally go dark when you least 

efipe—t it.

These  temporary  outages  usually  o——ur  be—ause,  unlike  a 

bridge or a building, socware undergoes stru—tural modi2—ations 

throughout its lifespan4A. Iust as our personal —omputers install 

pat—hes and restart o——asionally, the socware underpinning online 

servi—es also re—eives regular maintenan—e to 2fi bugs and add new 

fun—tionalities. ffpplying pat—hes to these giganti— —onstru—tions 

made of diEerent pie—es of socware doesn't always go smoothly. 

jven when teams perform tests,  small,  seemingly inno—uous, 

routine —hanges are ocen the —ulprits behind maOor, untimely 

outages.

W——asionally,  other,  less  stru—tural  —hanges  —an  also  —ause 

problems. xn 4154, a routine password —hange for the guest Fi6Gi 

at ffioogle's offl—es triggered a series of —as—ading failures that 

took an internal password storage appli—ation o7ine. Fithout this 

appli—ation, some employees —ouldn't a——ess —ertain servi—es and 

were unable to work. The appli—ation's re—overy pro—ess had never 

been tested and didn't work on the 2rst attempt. This for—ed 

people out of bed on the other side of the world, and it even 

required drilling through the lo—k of a safe to retrieve a master key 

needed to get the appli—ation ba—k online4P. This efiample perfe—tly 

illustrates the unpredi—tability of seemingly inno—uous —hanges and 
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the efiposure to in—idents, even for —ompanies with mature and 

well6tested management pro—esses. W——asionally, —haos 2nds an 

unforeseen angle through whi—h to slip in, even in the best6run 

operations.

ffiowdare resilienme anu semyritc are uiqmylt re,yirebents 

to beet in isolationg Syt far bore mhallenWinW to amhieve 

sibyltaneoyslc.  zarti—ularly se—ure socware —an —ompli—ate 

re—overy tasks in —ase of an in—identJfor efiample, by for—ing 

response teams to obtain relevant authori(ations before a—ting )or 

literally requiring them to drill open a safeC, thus slowing down their 

agility and in—reasing the duration of outages. Wn the other hand, 

both resilien—e and se—urity are parti—ularly invisible requirements 

be—ause when they're present, nobody noti—es them. ffnd yet, for 

any user, both an outage and a se—urity brea—h are intolerable.

zerhaps the most reliable method for delivering stable and 

reasonably se—ure socware is to subOe—t it to the test of time. 

Dome mission6—riti—al systems, where a user —annot aEord a sudden 

—rash or errati— behavior, use socware versions that would be 

—onsidered obsolete by —onsumer standards. xf we visit a nu—lear 

power  plant  or  the  bridge  of  a  warship,  we're  likely to  2nd 

—omputers running operating systems several versions behind 

the latest available in stores. This is be—ause socware used in 

su—h —riti—al environments must undergo very stri—t testing and 

—erti2—ation pro—esses, requiring time before a spe—i2— version —an 

be deemed reliable. To someone who loves always using the very 

latest te—hnology, these might seem like old and obsolete systems. 

xn reality, their resilien—e, stability, and se—urity likely far surpass 

many of the more modern produ—ts we use. :utting6edge socware 

is sometimes released under the urgen—y of business generation 

needs and, —onsequently, suEers from lower stability and a higher 

probability of having yet6undis—overed vulnerabilities.
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Freedom or Security

Yowever, even if time is invested in thoroughly testing socware, 

it's unlikely that all vulnerabilities —an be eliminated. There's a 

—lear asymmetry in the socware worldfl an appli—ation —an be 

de—lared inse—ure acer a vulnerability is observed, but even if we 

2nd no 8aws, we —annot —on2dently de—lare that none efiist. xt's 

impossible to 2nd proof —ertifying an appli—ation is se—ure49. There 

are multiple efiamples of vulnerabilities that have survived in the 

shadows for years until being dis—overed and efiploited43 U1.

Msers, however, demand that their appli—ations be se—ure, and 

their toleran—e for failures is very low. The publi— announ—ement 

of a se—urity brea—h in a produ—t is usually met with outrage and a 

feeling that the responsible party has —ommitted gross negligen—e. 

:ompanies know this. xn :hapter 4, we dis—ussed the need for 

many —ompanies to perpetuate business models based on people 

—ontinuing to visit and use their servi—es with in—reasing frequen—y. 

Gor these —ompanies, it's paramount that users feel se—ure sharing 

more and more data, —reating —ontent, and in—reasing their relian—e 

on these servi—es. Be—ause of this, —ompanies like ffpple, ffioogle, 

Ni—rosoc, and ffma(on invest immense amounts of money in 

having the best —yberse—urity teams in the world,  but also in 

marketing —ampaigns to boast that their produ—ts are more se—ure 

than those of the —ompetition.

Qobody  likes  having  to  issue  a  statement  notifying  their 

—ustomers of a data brea—h. This need to instill trust and avoid 

negative headlines has for—ed —ompanies to take drasti— measures 

and laun—h in—reasingly —losed socware e—osystems. The —learest 

efiample is ffpple and its App Store. By implementing a review 

pro—ess for all socware before it re—eives permission to be installed 

on an izhone or izad, ffpple has almost entirely eliminated any 

possibility of users being infe—ted with mali—ious socwareU5. The 

—ollateral eEe—t is that ffpple also prevents the installation of 
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undesirable socware that —ould dire—tly —ompete with its business 

model )e.g., an ffpp Dtore from another manufa—turerCU4. Nost 

izhone users are unaware that they've sa—ri2—ed some of their 

freedom to a—hieve a substantial  improvement in se—urity.  xn 

—yberse—urity, nothing —omes for free.

xn :hapter 9, we will dis—uss this —ompromise further, along with 

other —hara—teristi—s of iWD6based devi—es )the operating system 

for izhones and izadsC and how other e—osystems have partially or 

entirely —opied this model to enhan—e users' per—eived se—urity.

The Bear-Repelling Rock

Docware manufa—turers go to great lengths to make their users feel 

se—ure using their produ—ts. This feeling ocen stems more from 

the in8uen—e of marketing and brand image than from —on—rete 

eviden—e or fa—ts.

fft the beginning of The Simpsons episode titled Much Apu About 

Nothing UU, a bear appears in the neighborhood, —ausing pani— 

among residents. 0esidents qui—kly demand urgent and drasti— 

solutions from the mayor to prevent su—h an event from happening 

again. Nayor Luimby responds to the popular demand by —reating 

a disproportionate anti6bear patrol,  —onsisting of surveillan—e 

vehi—les and even 2ghter Oets. This patrol is soon acer praised 

by Yomer for its eEe—tiveness, with him arguing that he hasn't 

seen a bear in the neighborhood sin—e. Visa, very intelligently, 

efiplains to him that the absen—e of bears —annot be attributed to 

the patrol's presen—e, and that she herself —ould attribute the bears' 

disappearan—e to a simple ro—k she holds in her hand.

This —onversation between Visa and Yomer about the reasons 

one feels se—ure is re8e—ted in some of the te—hniques —ompanies 

use to sell socware. Beyond their own —ampaigns emphasi(ing 

how vital it  is for them to keep their users se—ure, there's an 

entire industry of spe—i2— socware dedi—ated to selling users 

—on—rete solutions to improve their se—urity. jfiamples in—lude 
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ffntiviruses, personal Girewalls, Zirtual zrivate Qetworks )ZzQsC, 

:ookie :leaners...

These promises primarily seek validation through an appeal 

to authority. That is, their target user won't have the —apa—ity 

or knowledge to verify these promises, so they must trust the 

—ompany behind it and its histori—al prestige. ff well6pla—ed logo 

—an speak more about a produ—t's per—eived quality than its a—tual 

eEe—tiveness. This pra—ti—e of leveraging brand image to —onvey 

quality is widely used a—ross all se—tors. Yowever, unlike the tefitile 

or food industries, in the socware world, it's mu—h harder for a user 

to efiamine the true quality of the produ—t they're using.

Beyond marketing, we —an say that in almost all —ases, there's 

a genuine interest  behind ea—h produ—t  to improve its  users' 

se—urity posture. jfi—ept for spe—i2— —ases where the se—urity gain 

is marginal or produ—ts border on being s—amsUR, we —an say an 

antivirus is obOe—tively useful for prote—tion against some —ommon 

threats. Fe —an also assume that —ompanies like ffioogle or ffpple 

have an honest interest in prote—ting their users from —ertain 

threatsJat least from those they aren't dire—tly —ausing and that 

aren't instrumental to a—hieving their business obOe—tives.

Wn the other hand, it's important to point out the side eEe—ts 

of using servi—es advertised as se—ure or produ—ts like antiviruses, 

ZzQs,  and  other  se—urity  socware.  ffn  overrelian—e  on  this 

per—eived se—urity —an lead us to relafi and let our guard down. 

'e byst not Semobe mobplamentg SelievinW that a servime 

proviuer is invylneraSle or that deVre protemteu sibplc Sc 

ysinW a PNA or an antivirys. Hownloading and efie—uting 2les 

too —arelessly, trusting in the —overage of this type of socware, or 

being swayed by promises of immunity that have been sold to us, 

—an lead to some unpleasant surprises. xn :hapter 51, we'll dis—uss 

the limitations of spe—i2— socware like ZzQs and their impli—ations 

for se—urity and priva—y. Gor now, suffl—e it to remember that 

bear6repelling ro—ks, unfortunately, do not efiist.
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Fixing Leaks

The only robust strategy for keeping socware se—ure and resilient 

is regular maintenan—e. Docware manufa—turers must regularly 

publish updates that 2fi bugs, improve performan—e, or eliminate 

vulnerabilities.  Fithout updates,  socware slowly withers.  Gor 

someone seeking a strong se—urity posture )like the reader of this 

bookC, it's of vital importan—e to evaluate the quality of produ—t 

maintenan—e and how long that support is efipe—ted to —ontinue.

Nost  manufa—turers  oEer  long6term  support  versions. 

Dometimes, newer6featured versions of the same socware are 

also released in parallel, but with maintenan—e periods that end 

soonerUS. xn both —ases, we must pay attention to the duration for 

whi—h the manufa—turer —ommits to —ontinuing to publish these 

pat—hes. Wn—e this maintenan—e —eases, we —annot rely on that 

socware remaining se—ure to use.

Gurthermore, it's also important to —onsider the eEort required 

from the user to keep their socware updated. There are various 

ways to design this task, ranging from the most rudimentary to the 

most automated. ffienerally, a user interested in dis—iplined updating 

should favor socware that updates automati—ally in the ba—kground, 

without requiring any a—tion on their part and with an almost 

invisible user efiperien—e. This is the —ase, for efiample, with most 

modern browsers or appli—ations downloaded on mobile devi—es 

)ffndroid or iWDC. xn these —ases, on—e the socware is installed, the 

user is rarely required to take any additional a—tion for periodi— 

pat—h appli—ation.

fft the other efitreme, it's advisable to avoid socware that requires 

the user to manually download pat—hes or merely reminds the 

user that an update is pending installation. W——asionally, having to 

endure an o——asional restart will be inevitable, but we must guard 

against the possibility of inde2nite pro—rastination or being tri—ked 

into downloading a pat—h from a fraudulent site.
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0egarding online servi—es, the maintenan—e of the socware 

that  keeps  them  running  is  obviously  the  servi—e  provider's 

responsibility. jnd6users have little oversight here, and it will 

be diffl—ult for them to easily identify whi—h servi—es are poorly 

maintained.  They should  therefore  limit  themselves  to  using 

providers with apparent reputationsUA who —an presumably aEord 

the ne—essary resour—es to keep their socware updated.

There are various fa—tors that play a relevant role in a —ompany's 

ability to provide se—ure and resilient socware to its —ustomers. 

ffmong these, the —ompany's si(e and —omplefiity are probably 

the most relevant fa—tors. Mnfortunately, as we'll see below, some 

—ompanies have to —ontend with both fa—tors at diEerent points in 

their lives.

Move Fast, Break Things

fflthough for several  years  now all  —ompanies  —laim that  the 

—yberse—urity of their produ—ts is one of their priorities, some fa—e 

signi2—ant —hallenges in ful2lling this promise. :ertain fa—tors limit 

their opportunities to perform routine tasks like pat—hing socware 

with due diligen—e or thoroughly and —arefully testing produ—ts 

before making them available to —ustomers.

Girstly,  the  urgen—y  to  generate  pro2ts  or  start  selling  a 

produ—t does not favor socware se—urity or resilien—e. Startups or 

—ompanies whose investors efiert pressure to shorten development 

—y—les  as  mu—h  as  possibleJto  grow  and  generate  revenue 

qui—klyJare  not  the  best  environments  for  —reating  se—ure 

socware.  ffs  we've  previously  mentioned,  delivering  se—ure 

socware requires —areful design, review by many eyes, and detailed 

testing that tends to signi2—antly efitend development —y—les. This 

philosophy runs —ounter to the mindset of many startups, whi—h is to 

iterate their produ—ts qui—kly until they 2nd their market 2t. Huring 

its 2rst 51 years of operation, Ga—ebook proudly displayed the 

slogan Move Fast and Break ThingsUP. xt wasn't until 415R that Nark 
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;u—kerberg announ—ed its —hange to the phrase Move Fast, but 

with a stable infrastructureU9, thus illustrating the shic in mindset 

needed to —ontinue ensuring the reliability of their produ—ts and not 

lose user trust.

Wn the other hand, even when this shic in mindset o——urs and 

—ompanies redu—e the speed at whi—h they deliver new produ—ts, 

diffl—ulties in keeping their socware se—ure sometimes persist. 

jarlier in this —hapter, we dis—ussed how socware development 

te—hniques are still immature and —onstantly evolving. This means 

—ertain produ—ts —an be—ome obsolete in less than 51 years, —reating 

genuine "te—hni—al debt" that is diffl—ult to repla—e on—e deployed 

to —ustomers. This type of socwareJstill fun—tional but obsolete 

and diffl—ult to repla—e in some areasJis known as legacy socware. 

Nore mature servi—e providers need to —ontinue maintaining this 

lega—y, building new market6demanded developments on top of 

and around it.  xt's neither effl—ient nor pra—ti—al to start from 

s—rat—h with every new development, whi—h means old and modern 

socware are destined to —oefiist.

This —oefiisten—e of lega—y socware with more modern produ—ts 

for—es  —ompanies  to  perform balan—ing  a—ts  that  don't  favor 

the delivery of se—ure and resilient produ—ts. Gurthermore, for 

parti—ularly large —ompanies, organi(ational —omplefiities —an lead 

to the —reation of socware with unne—essarily fragmented designs 

or environments where responsibilities might not be suffl—iently 

—lear among diEerent teams U3. xn these —ompanies, this —omplefiity 

is  —ompounded by efiternal  pressures  from shareholders  and 

regulatory bodies to pre—isely ensure that —riti—al servi—es are 

always availableR1. The fear of —ausing those dreaded outages we 

previously mentioned —reates additional diffl—ulties for pat—hing 

and restarting servi—es or applying maintenan—e with due diligen—e.
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Zero-Day Vulnerabilities

Fe've  introdu—ed  the  need  for  socware  to  have  regular 

maintenan—e to —orre—t vulnerabilities. Yowever, there's a type of 

vulnerability for whi—h this regular maintenan—e is useless and for 

whi—h no solution efiistsfl these are —alled Zero-Day vulnerabilities.

k Zero Day  is  a  tcpe of  vylneraSilitc ynxnodn to  the 

sowdare banyfamtyrer that bac Se amtivelc eDploiteu Sc 

an attamxer. Be—ause of this, the manufa—turer has "(ero days" 

of lead time to publish a pat—h before mali—ious a—tors begin 

efiploiting it. :onversely, a typi—al vulnerability is usually known 

to the manufa—turer before mali—ious a—tors dis—over and efiploit 

it. xn these —ases, the vulnerability —an be kept se—ret until the 

—orresponding pat—h is released, giving users more time to prote—t 

themselves and delaying its dis—overy for as long as possible.

ffienerally,  we —an summari(e the main —hara—teristi—s  of  a 

;ero6Hay vulnerability as followsfl

5. UanWerfl ff ;ero Hay grants its possessor the ability to atta—k 

without vi—tims being able to defend themselves. Fhile 

there are ;ero Hays of varying severity, the term usually 

refers to those that provide the ne—essary privileges to 

manipulate socware at will.

4. Rnxnodn  ffitatysfl  Being  a  —ompletely  unknown 

vulnerability,  it's  impossible to 2fi or defend against  it 

until  it's  either used  or shared  with  the  manufa—turer 

for resolution. xt's diffl—ult to anti—ipate how many ;ero 

Hays might have been dis—overed for spe—i2— socware or 

if someone with suffl—ient interest still has one at their 

disposal, unused.

U. Uiqmylt Zesponsefl jven acer being efiploited for the 

2rst time R5, the vulnerability's lifespan until 2fied by the 

manufa—turer —an be short or long, depending on many 
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fa—tors. The impa—t generated by its use or the vi—tim's 

notoriety —an —reate enough noise to attra—t the attention 

of the media, resear—hers, and the manufa—turer itself. 

:onversely, a more dis—reet use —an efitend its invisibility, 

potentially aEe—ting more vi—tims long6term. Therefore, 

manufa—turers ocen release pat—hes as qui—kly as possible 

on—e they gain knowledge of the vulnerability. Yowever, 

due to the dynami—s mentioned in previous se—tions, the 

appli—ation of the pat—h by all potential vi—tims —ould be 

delayed for days or weeks. xf the pat—h requires manual user 

a—tions, the window of efiposure —an be even longer.

Iero Uacs monstityte the bost poderfyl anu terrifcinW 

deapons in the uiWital dorlu. The more popular the aEe—ted 

socware, the higher its value due to the volume of potential vi—tims. 

There are organi(ations worldwide dedi—ated both to trading ;ero 

HaysR4 and storing them like nu—lear warheads, waiting to ful2ll 

their purposeJwhether that be mere deterren—e of enemies or 

—omplete devastation. xn some of the most widely used appli—ations 

globally, rewards from manufa—turers like ffioogle for reporting the 

most severe ;ero Hays —an rea—h a million dollarsRU.

The publi—  2gure reading this  book will  undoubtedly soon 

wonder what options they have to prote—t themselves against 

su—h a powerful threat. The short answer isfl none. Gortunately, 

the efitremely high value of these digital weapons, —ombined with 

the fa—t that their value drasti—ally de—reases acer their 2rst use, 

redu—es the likelihood that someone will "efipend" one of these 

vulnerabilities on us. Yowever, despite the diffl—ulty in prote—ting 

oneself from a ;ero Hay, not all is lost. xn :hapter 4U, we will efiplore 

some of the most drasti— te—hniques for individuals signi2—antly 

efiposed to being vi—tims of su—h advan—ed atta—ks.
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Malware and Spyware

Wne of the most frequent threats aEe—ting socware is mali—ious 

programs,  or  malware.  This  type  of  socware  doesn't  always 

require vulnerabilities to in2ltrate a systemM it also efiploits user 

oversights or ignoran—e to tri—k them into efie—uting and installing 

it. W——asionally, users even grant additional permissions to malware 

when it requests them.

jn—ountering malware is relatively easy. Dimply —he—k your spam 

folder and observe )from a distan—eC the atta—hments that typi—ally 

arrive in those messages. Their appearan—e varies, but it's always 

seemingly harmlessfl a 2le that looks like a zHG do—ument but isn't, a 

—ompressed ;xz 2le —ontaining an efie—utable, or a link to a website 

asking you to install something additional to view —ontent. jvery 

day, a new tri—k is invented to —onvin—e users to run malware on 

their devi—es. xn :hapter 53, we'll dis—uss some of these atta—ks and 

oEer tips to avoid falling for these tri—ks.

Hepending on how targeted the malware is, its obOe—tives and 

impa—t will vary greatly. xn most —ommon —ases, the malware may 

not know who you are and is simply seeking to gain —ontrol of your 

z: to use it remotely. Nost ocen, your devi—e ends up being used 

to —ommit other —riminal a—ts )e.g., using your z: as a springboard 

to atta—k other users RRC or simply to en—rypt your 2les and demand 

a monetary ransom for them )what's known as ransomwareC.

ffnother type of malware, known as spyware, is usually more 

targeted at better6sele—ted vi—tims. xts purpose is to a——ess all 

user a—tivity on a spe—i2— devi—e. 0e—ently, this type of malware 

has gained notoriety thanks to Pegasus, a spyware that reportedly 

vi—timi(ed several politi—al 2gures and government authoritiesRS. 

The —apabilities of su—h socware, on—e installed and granted 

the ne—essary permissions, are pra—ti—ally limitless. Grom tra—king 

the user's lo—ation and logging everything they type, to sharing 

any information leaving or entering your phone with the tool's 
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administratorsfl  dire—t  messages,  emails,  and voi—e  —alls.  This 

socware —an even potentially a—tivate the devi—e's mi—rophone at 

any time to re—ord —onversations happening around itRA.

xn :hapter 45, we will delve deeper into this type of socware, 

how mobile devi—es have in—reased opportunities to spy on publi— 

2gures, and in :hapters 44 and 4U, we will dis—uss some advan—ed 

prote—tion strategies.

A Superman in Every Application

Mntil now, we've primarily dis—ussed vulnerabilities. That is, 8aws 

in  the  socware's  —onstru—tion  that  allow mali—ious  a—tors  to 

manipulate it  for their bene2t.  Fe've also dis—ussed socware 

spe—i2—ally designed to do harm. Yowever, not everything that —an 

go wrong in terms of socware se—urity and resilien—e is due to these 

types of 8aws or to malware. .n banc masesg the aSyse of norbal 

sowdare fynmtionalitc is the mayse of inmiuents*

fflmost all socware, in one way or another, uses the —on—ept of 

a user a——ount. xt's also —ommon for diEerent users to be able to 

use the same produ—t simultaneously or in shics. Dome of them 

will inevitably need spe—ial privileges to —on2gure the socware 

and potentially aEe—t other, less privileged users. These privileged 

users, —ommonly known as administrators, have the ability to 

—on2gure the socware at will and govern the a——ounts and data of 

all other users. ffs socware grows in —omplefiity and fun—tionality, 

it may be—ome ne—essary to establish diEerent privilege levels for 

various users and even implement a separation of duties to prevent 

abuses of power. Gor efiample, in a —orporate system for high6value 

payments, it may be ne—essary to prevent the same person who 

requests a transfer from also being able to efie—ute it. By introdu—ing 

a se—ond user to validate the request, —ommitting fraud be—omes 

more —omplefi, requiring the —ollusion of at least two people and 

ensuring pro—ess tra—eability.
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Mnfortunately, no matter how well6implemented a privilege 

system is or how efiquisitely a separation of duties is designed 

among individualsJat the end of the day, there will always be at 

least one user with mafiimum privileges —apable of —on2guring the 

permissions and separation of duties for all other users. Qo matter 

the type of socware, it will always be ne—essary to trust one or more 

omnipotent individuals. xt's inevitable.

The mere efiisten—e of su—h superusers efiposes the socware 

to total —ompromise and manipulation if an atta—ker obtains the 

—redentials for one of these privileged a——ounts. xn that —ase, it 

won't matter how well6designed the socware is or if it has no 

vulnerabilities. xt all —omes down to an atta—ker's ability to log 

in as an administrator. xn :hapters 5U and 5R, we will dis—uss 

—redential management and user a——ount authenti—ation pro—esses 

in more detail. Gor platforms used by thousands or millions of users, 

a——ess to su—h privileged a——ounts must be managed with parti—ular 

—aution, as a potential —ompromise would leave all appli—ation users 

—ompletely unprote—ted. Wn the other hand, if the —ompromise of 

a spe—i2— a——ount is a suffl—ient pri(e be—ause it belongs to a publi— 

2gure, we —an say that the user's a——ount itself will be equivalent to 

an administrator's.

Qumerous in—idents o——ur as a result of privileged user a——ount 

thec. The ease and impunity with whi—h atta—ks —an be laun—hed 

against spe—i2— individuals en masse mean that,  o——asionally, 

mali—ious a—tors gain a——ess to —redentials to use one of these 

a——ounts. Fhen atta—king a person rather than a ma—hine, the usual 

approa—h is what's known as Social Engineering. These types of 

atta—ks attempt to de—eive the vi—tim by impersonating someone 

they trust or by —onfusing them into performing an a—tion that 

bene2ts the atta—ker. ffs an efiample, some re—ent in—idents may still 

resonate with the readerfl

  xn 415R, intimate photos of various —elebrities )primarily 

a—tressesC were stolen and leaked online. These images 

in—luded nudes and other private —ontent. The root —ause 
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of this in—ident was unauthori(ed a——ess to the —elebrities' 

iCloud a——ounts. fftta—kers used so—ial engineering and 

phishing  te—hniques to steal passwords and a——ess the 

a——ounts RP.

  xn 4141, Twitter suEered an atta—k where several a——ounts 

belonging  to  prominent  personalities  like  jlon  Nusk, 

Bara—k Wbama,  and  Bill  ffiates,  or  to  —ompanies  su—h 

as  ffpple  and  Mber,  were  —ompromised  to  promote  a 

fraudulent Bit—oin s—heme. Ya—kers posted messages urging 

followers to send Bit—oin to a spe—i2— a——ount, promising 

the sender double the amount they sent in return. ffmong 

the fa—tors identi2ed as the in—ident's root —ause was the use 

of so—ial engineering to tri—k —ertain Twitter employees and 

gain a——ess to the —ompany's internal systems R9.

Fhile some authors —ite the fa—t that almost all —ompanies have 

no —hoi—e but to trust a handful of employeesR3, not all is lost. 

Dome modern servi—es are designed in su—h a way that even an 

administrator of the servi—e itself —annot —ompromise user data. 

This type of socware is designed on the premise that it —ould be 

brea—hed by an unauthori(ed person, a disgruntled employee, or 

even a law enfor—ement agent with a —ourt order in hand. xn :hapter 

5A, we will dis—uss some modern platforms that oEer —apabilities 

like end6to6end en—ryption, whi—h prevents an administrator from 

reading what users send. Qevertheless, despite the efiisten—e of 

su—h servi—es that —laim to be ha—ker6proof or GBx6proof, we must 

maintain a natural skepti—ism towards these types of assertions. 

Building platforms that maintain the —on2dentiality and priva—y of 

their users against a —ourt order is not a simple mission.


